Water Infrastructure

Resiliency

Low cost solutions for water utilities.

s drinking water and waste-

water utilities are met with

increasing challenges—securi-

ty, aging infrastructure,
enhanced public health and environ-
mental protection, workforce succes-
sion—there is a growing need for low-
cost solutions to build resiliency and
increase preparedness. The EPA has rec-
ognized that need, and has developed
several new programs and tools to
address these challenges—Community-
Based Wiater Resiliency (CBWR);
Climate Ready Water Utilities
(CRWU); and, the Tabletop Exercise Tool
for ~ Water  Systems: Emergency
Preparedness, Response, and Climate
Resiliency. Along with enhancing pre-
paredness, these resources allow utilities
to build partnerships with critical stake-
holders within the community, and can
be customized to the individual needs of
a utility and its community. This flexi-
bility also helps ensure that other critical
infrastructure sectors and community
services address the consequences of
water service disruptions in their indi-
vidual Emergency Response Plans
(ERPS).

Community-Based Water
Resiliency

Recent efforts to enhance water sector
resiliency have highlighted the need-to
ensure that all critical infrastructure sec-
tors are aware of the importance water
plays in their operations. The CBWR
initiative helps raise awareness of water
sector interdependencies—the implica-
tions of a water service interruption—
and provides recommendations for
increasing preparedness and resiliency.
For example, the tool provides methods
to engage healthcare and public health
professionals in water resiliency activi-

ties to ensure that hospitals can contin-
ue providing medical services and caring
for patients, even in the event of a serv-
ice interruption. Emergency manage-
ment services such as fire and rescue are
also featured in the tool because of their
reliance on water. The tool also provides
a means to ensure that these sectors, as
well as other interested stakeholders,
have considered water service interrup-
tions in their ERPs.

The CBWR tool, available on a self-
launching CD-ROM, consists of three
main components: a self-assessment,
summary report, and resource toolbox.
Stakeholders can use the CBWR elec-
tronic tool to log basic community
demographics and current preparedness
and resiliency efforts being conducted in
their localities. To date, modules have
been developed for the following five
stakeholder groups: drinking water and
wastewater utility owners and operators;
healthcare and public health sector;
emergency services sector;state and trib-
al drinking water primacy agencies; and
concerned community members includ-
ing elected officials,, critical water users,
public affairs specialists, and_other non-
water sector entities. Each’module con-
tains questions and resources specific to
the respective user groups, with ques-
tions aimed at‘increasing resiliency and
understanding of water sector interde-
pendencies.

Upon completion of the self-assess-
ment, the tool produces a summary
report that highlights successful pre-
paredness measures already taking place
within the community and recommends
other tools and resources that could help
enhance resiliency. Many of these
resources are available at low to no-cost,
such as EPA’s Key Features of an Active
and Effective Protective Program. This
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recommended resource, as well as many
others, can be found in one central loca-
tion in the tool’s Resource Toolbox.

This tool enables critical infrastruc-
ture sectors and critical community
service providers to form lasting part-
nerships and identify gaps in water
emergency preparedness. For more
information regarding the CBWR pro-
gram or tool, please email WSD-
Outreach@epa.gov.

Tabletop Exercise

Tabletop exercises provide opportuni-
ties for drinking water utilities, waste-
water utilities, and other critical com-
munity servicesproviders to practice and
improve upon their ERPs. The EPA has
developed an updated Tabletop Exercise
Tool for Water Systems:" Emergency
Preparedness, Response, and Climate
Resiliency «(TTX Tool) to assist those
interested.<in planning and facilitating
tabletop exercises -that focus on water
sector-related ~issues. The TTX Tool
expands on the capabilities of the first
version  of the tool, published in 2005.
The updated tool includes fully-cus-
tomizable materials that users can mod-
ify, allowing them to conduct a tabletop
exercise to meet their specific needs.

The updated TTX Tool, released in
June 2010, includes 15 scenarios that
reflect an all-hazards approach to emer-
gency preparedness and response,
including natural hazards, intentional
attacks, as well as the potential impacts
of climate change on the water sector.
The natural and manmade hazards
address short-term emergency response
activities, whereas the climate change
scenarios encourage users to consider
long-term planning measures by expos-
ing users to the potential impacts cli-
mate change may have on their opera-
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tions. Each scenario has accompanying
customizable materials, such as modera-
tor presentations and discussion ques-
tions, as well as built in scenario flexibil-
ity that allows the exercise planner to
tailor the exercise to their utility’s size,
location, and type.

The tool simplifies the process of
planning, conducting, and evaluating a
tabletop exercise by providing customiz-
able materials as well as training
resources that assist even the most
novice exercise planners. The tool also
contains informational presentations
and links that address current water sec-
tor-related initiatives, such as the
Incident Command System (ICS) and

Water/Wastewater Agency Respons
Networks. To request copies of the/ﬁ

Tool or for more informatio
email ttxtool@epa.gov.

temperatures. The water sector will need
to consider these potential impacts and
account for them in long-range plan-

ning at water utilities. EPAs Climate
Ready Wiater Utilitiess (CRWU) pro-
gram was developed to help utilities
with this task in mind.

Water utilities can use the Climate
Resilience Evaluation and Awareness
Tool (CREAT) to assess regional and

local projections of climate threats,
known information about utilityé
' of -

to calculate potential cons
those threats, assess clim

uence
VuI

ity Self
Health
S Utllltles to

box of links to on-line
‘a valuable resource to help
utilities assess climate change
mpacts and support decisions. These
sources include publications, grant
programs, current government and util-
ity activities, seminars and workshops,
and other tools.

Additionally, the Tabletop Exercise
Tool for Water Systems: Emergency
Preparedness, Response, and Climate

Resiliency, contains scenarios related to
climate change impacts that encourage
utilities to consider long-term planning
measures. These scenarios include sea
Ievea%extreme drought, intense wild

eme flood, and freeze/thaw shift

mate’ change impacts become
ervasive, the CRWU
water utilities begin to
ese potentially disruptive

‘The new EPA programs and tools fea-

‘\‘tured here will provide water utilities,

water sector partners, and other interest-
ed stakeholders with low to no-cost
solutions for addressing existing and
emerging threats to their local water sys-
tems which, in turn, helps to improve
the resiliency across communities. To
obtain a free copy of these tools, or for
more information about these or other
WSD  programs,  please  visit
Www.epa.gov/watersecurity or send an
e-mail to WSD-Outreach@epa.gov.
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